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|. Purpose

The purpose of this document is to explain the key concepts, theories, and
practices underlying the management of legacy applications. (For this document,
legacy applications are defined as applications that are in operation, regardless
of age or technology). IT outlines and summarizes the approach for identifying,
analyzing, and rectifying legacy application issues.

Il. Introduction

A well-known fact is all applications have finite useful, economic, or technical
lives. Like every corporate asset, they have life cycles and expiration dates.
They must be well managed for maximizing benefits over their useful lives, and
their dispositions must be determined, planned for, and performed.

At some point in time, applications no longer (a) support business/program goals
or objectives, (b) are cost-effective to operate or maintain, and/or (c) are risk-
justified by presenting too great a likelihood of failure with unacceptable adverse
consequences. These conditions may be caused by a variety of factors,
including outdated technology, unsupported vendor components, limited supply
of staffing resources to maintain them due to an aging workforce, and ever-
changing and more demanding business/program requirements that require
increasingly numbers and/or more difficult modifications, which may call for more
advanced and newer technical capabilities. In some cases, the
business/program requirements have outgrown the original designs and
capabilities of the applications, so that they are being forced or asked to do
things that they were not built to do.

Applications, especially older ones, present the following challenges:

e Because they were built one for a specific purpose or tightly scoped
governmental initiative, they are difficult to integrate in order to present
a single combined and streamlined business process or a one-stop
service to the public.

e Because they were not designed or constructed under an enterprise
information or technical architecture, over time, they have demanded
new and different components in the supporting data and technical
infrastructures; thereby, reducing the opportunities for standardization,
increasing complexity of configurations, increasing cost of operations,
creating additional security vulnerabilities, and complicating disaster
recovery and continuity of operations.

e Because they have been allowed to proliferate, they continue to
require an ever-expanding portion of the scarce total IT budget. If this
trend continues, they will leave little or no fiscal resources for new
initiatives or projects.
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Applications, therefore, present problems and challenges that must be
addressed, ideally in a timely, orderly, and disciplined manner. Failure to do so
can result in excess operating costs, inefficient employment or misuse of
personnel or other (especially fiscal) resources leading to missed opportunities
for better investments, impediments to the reengineering of business processes
to improve staff productivity and/or offer better or additional services to citizens,
and/or the experiencing of an untimely and unforeseen application failure with
cataclysmic repercussions.

1. Overview

The management of applications is an integral and important part of the overall
management of IT investments. In summary, it involves an inventory of all
applications and the evaluation of each to determine whether: (a) it continues to
be necessary for conducting business; (b) it is not redundant by containing the
same data and performing functions similar to other applications; (c) it gives
business value by providing intended information within determined safeguards
and at reasonable costs; (d) the level and dependability of available staffing to
enhance and support it is adequate; and (e) the underlying technology is stable,
can safely be extended in life, and is supported by vendors.

Assessments must be conducted to determine the best management life cycle
actions and ultimate disposition of each application. Options for useful life
management actions and disposition include: (a) continued maintenance and
minor enhancements to meet evolving business needs, (b) modernization
(structural changes to significantly enhance functionality or re-architect to update
or refresh technology), (c) retirement with replacement (software package or
custom designed system), (d) retirement without replacement (consolidate
redundant applications or eliminate the need for the application), or (e) outsource
(application by itself or application and the business process).

As a general rule, applications that contain vital components (such as platforms,
database management systems, etc.) that are no longer supported by vendors
and/or cannot continue be supported internally should be eliminated/replaced.
Others may be tolerated or transformed if they continue to meet
business/program needs in a secure and cost-effective manner.

I\VV. Background on the Management of
Applications

The primary reasons for managing applications are to a) optimize benefits-costs
over their life cycles and b) realize savings from reducing the number of them
and/or more effectively allocating spending among them. Ideally, costs saved or
avoided may be reallocated for new technology initiatives that offer greater value
to the organization. The primary goal for the better management of applications
is to apply an ongoing and sustainable approach for maximizing the cost-
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effectiveness of agency and state application portfolios, and this is accomplished
by:

e Determining the status (often referred to as health) of applications.
Evaluation criteria may include strategic value to the organization
presently and in the future, ability to satisfy business needs, fit with
business and technical architectures, cost to operate and maintain,
and technical and business risks.

e Making cost-effective life-cycle decisions. From an analysis of the
current applications portfolio, develop a management migration plan
(called “roadmap” in the application portfolio management tool) for
each application. Future intentions may include, retirement without
replacement (elimination), retirement with replacement, consolidation
with application(s) performing similar business functions,
modernization/enhancement, or on-going normal maintenance.

e Determining the priorities of and timeframes for the implementation of
management decisions. The timing of significant actions depends on
the criticality of the application to the operations of the organization
and the urgency of the need to take the action. Unless dictated
otherwise, mission critical or strategic applications experiencing high
risks or sever problems should receive priority over low value ones
with low risks or minor issues.

e Preparing funding requests to enable management actions. Business
cases justifications for renovations or replacements should include
resource requirements to effect the actions and benefits or value that
will accrue from them. Resource requirements may involve fiscal,
personnel, and infrastructure needs. Benefits may include better
strategic business alignment, enhanced architecture fit, increased
productivity, operational savings, improved business processes,
greater standardization of technical infrastructure, better reliability and
maintainability, and/or risks avoided or mitigated.

The overall intents of application management are to: a) justify each application
(save money by eliminating or consolidating those not needed or not providing
adequate value for dollars spent); b) rationalizing the application portfolio by
targeting maintenance, enhancement, and replacement funding to achieve the
most strategic value for the investments; and c) renovate or retire/replace those
applications no longer cost-effective or risk acceptable.

In general, applications that satisfy a significant portion of the business function,
are aligned with business goals and objectives, are on standard platforms that
deliver high-quality service, continue to be supported by quality vendors, are
architecturally acceptable, and require available skill sets may not need
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additional funding for reengineering or replacement projects. However,
applications that no longer provide sufficient business value, are technically
obsolete, run on non-standard platforms, are costly to maintain or operate,
present unacceptable security or operational risks, or use declining or
irreplaceable skills should be modernized or retired. Applications no longer
mission critical, no longer supporting high-value business processes, or offering
functions and capabilities duplicative with others are candidates for consolidation
or elimination.

The management of applications portfolios uses similar strategies and disciplines
as those employed by financial managers. By assessing assets continuously,
portfolios are optimized by determining which applications receive current, lower,
or increased levels of funding and which ones are targeted for renovation,
consolidation, elimination, or replacement. By prudent and wise decisions and
actions, portfolio managers should manipulate assets so that the portfolio as a
whole reflects the greatest business value and closest architectural fit with the
lowest costs and risks.

Historically, applications management has concentrated on the understanding
individual applications and the development of plans to optimize the business
value of each and the combined portfolio over time. The scope of analyses and
planning is changing, as many applications together may support multiple
interconnected business processes and there are more functional and technical
interactions among applications. In today’s more complex business and
technical environments, systems of applications must combine as a kind of
“supper application” to deliver synergistic capabilities. The definition of
“application” becomes academic when considering that applications can be
composed from other applications, which, in turn, are composed from yet other
pieces. Therefore, the management of applications must consider at least four
levels: 1) individual applications, 2) combinations of technically and/or
functionally interconnected applications (applications forming a system of
applications), 3) the portfolios of particular types of applications, and 4) the
application portfolio as a whole.

V. Steps for Managing Applications

The four-step approach for the better management of applications is described
below in separate sections. Appendix 1 contains a graphical representation of
the overall approach.

The diagram below highlights the major issues associated with the management
of legacy applications.
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| ssues Surrounding Systems Obsolescence

Over time, sustainability of applications becomes questionable due to age and
technology advances, combined with changed business needs. They no longer:
a) support business goals and objectives,
b) are cost-effective to operate or maintain, and/or
¢) arerisk-acceptable by presenting too much security vulnerability and/or too
great alikelihood of failure with cataclysmic consegquences.

Business | ssues

= Impediment to the implementation of new and more cost-effective service delivery
models — unable to respond to demands for new functionality or expanding user base,
support business processes, or provide adequate and secure information access

= Becomes aconstraint in meeting regulatory or compliance requirements

Staffing | ssues - Unavailability of Skills
= Unavailability of staff skills or expertise to maintain
= Unavailability of third party vendors
= Dependency on individual contractors

Technology and Operational |ssues
= Expired warranties, with no vendor support
Can not handle increased usage or volumes of data

Does not run anymore on available platforms

N N @

Seems to run forever, but ultimately
has a finite business, economic,
operational, and/or technical life

Inefficient IT resource utilization

Used beyond original intent, and cannot be enhanced

Cannot meet security, privacy, or confidentiality requirements

Are not easily recoverable for disaster recovery and business continuity
System can fail, with untraceable error

Inconsistent or inadequate information and data quality

Step 1 — Collect, Validate, and Maintain Data

This involves the creating and maintaining of the repository of data for each
application. IT can be a major time-consuming task; however, it is mostly a one-
time exercise, as the vast majority of data remains static over the application’s
useful life. Regular annual updates are required for costs, and ongoing updates
must be made as they are generated by renovations, enhancements, and other
renewal activities. Initial data is entered as part of the implementation of the
application portfolio management (APM) software tool and as application
development projects transition to operational or pilot stages.

Data elements can be group into the five categories outlined below.

e |dentification and general information — including name and
description, business and IT owners, application type, business
processes enabled, business value or criticality to the organization,
and user information.

e Fiscal (primarily cost) data — operational and maintenance costs,
and forecast of renovation or replacement expenses.

e Functional quality — ability to support/enable current and future
business needs.
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e Technical quality — fit with agency and statewide technical
architectures and operational quality.

e Risk profile — ability to meet security, privacy and confidentiality,
DR/BCP (COOP), and respond to business and technical
vulnerabilities.

Step 2 — Perform Assessments

The intent of this step is to identify problems or issues related to the
management of applications. The analyses and reporting capabilities of the
software tool are used to answer key questions in the areas of business
(functional), technical, risks (vulnerabilities), and fiscal (costs). The result is an
evaluation of each application and the portfolio related to the following:

e Status (health) — business/functional, technical/operations, DR/BCP
(COOP), operating and maintenance costs, and funding reliability.

e Value — strategic for agency missions or governmental initiative,
essential for business criticality or regulatory compliance, and agency
and enterprise architecture fit.

e Risk — business and technical (especially for unrecoverable failure).

The two diagrams below illustrate example questions for some of the areas
reviewed and the types of analyses performed.

Business, tghﬁé(o ConC tS: Analay Sl S Per%)ectlves

gy, operatiohal, and financiat’ perspectives are combined to determine
the posture of the application, indicate the appropriate remediation strategy, and to
provide recommendations for managing the application portfolio over time
General idea— action is required when an asset is not cost-effective or risk-
acceptable (it is worn out, no longer technically fits, or costs to much to keep)

* How do we maximize overall value,

* Do we have the right capabilities in especially by redirecting funds to other

place to support business applications or uses offering more value?
?

processes: * Can costs be optimized across the

* Are they aligned with organization, especially by eliminating or
business priorities? renovating costly applications?

* Where are potential * To what extent can innovation and
synergies? new applications be funded by

* Are there duplications? cost savings?

* Do they provide quality and timely ¢ c?ror;r;?r}:t;ions'; too much to operate
information? Application Portfolio !

* Do they fit the desired

technical architecture? Analysis Perspectives

* Are applications
sustainable?

* What is the technical
migration road-map? * Are they risk-acceptable?
. Technology .
* What risks are presented by * Do they present security,
outdated technology? privacy, or disaster recovery

* Are updates current with vendor releases? vulnerabilities?

* Do they support interoperability and information * Do they meet availability, reliability,
exchange among applications? and maintainability requirements?

* Are they scalable, extendable, and adaptable — can * Is there long-term staffing support?
they accommodate change easily?

* Do they require a supporting
* Do they help standardize underlying infrastructure to infrastructure that is too complex or
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Application Portfolio Management -
Deter mining the Postur e of Applications

Generic criteria are defined to assess applications from a business
and technology per spective

Good
Meets present service delivery needs
Meets anticipated needs for new services, /
business process reengineering initiatives,
and information access

Protective of individual privacy and data
confidentiality

Warning Zone —
High Technical Saégfzeofoene

Risks

Business

= Creates inefficient and less effective service Perspective

delivery processes High Attention Warning Zone — Not
Constraint on implementation of new services, Zone — Both Makmg Best Use of
expanded citizen benefits, and/or more Business and |n-P|’\«’=/1|Ce Tgch_nology
efﬂggnt bu5|.ness processes TechnicallRisks to Meet Business
Individual privacy and data confidentiality
at risk

) . Technical Perspective )
Expenswe to operate or maintain = Cost-€effective to operate and maintal

None or decreasing vendor support for major components = Adequate vendor support for major components
Insufficient or decreasing availability of staff support = Adequate availability of staff support

Can not enhance for new business requirements Can enhance for new business requirements
Inefficient IT resource utilization Efficient IT resource utilization

Inadequate data access and quality = Adequate data access and quality

Vulnerable security = Adequate security protection

Recoverability difficult or suspect Resilient to human-induced or natural disasters

Not compliant with state or agency tech. architectures Compliant with state and agency tech. Architectures
Easily recoverable
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The following table provides some major criteria that may be used to evaluate

applications.

Assessment Criteria

Key Measures

Source of Data

Strategic alignment — the ability to support
the organization’s business and program
strategies, future direction, and required
pace of change and to provide useful and
timely information for decision making

Aligns with present and future needs
Supports critical business and program
functionality

Provides timely and meaningful access
to strategic information

Primarily from agency business
and program executives and
higher-level managers

Risk — The ability to maintain on-line
functionality in support of current and future
business, program and technical objectives,
including reliability/dependability and
security

Risk of technical and/or business or
program obsolescence

Risk of catastrophic failure

Risk of system security failure or
violation

Primarily from agency technical
staff supporting applications

Operational impact — the ability to lower
ongoing operational costs, meet
functionality and usability metrics, improve
business or program process metrics, and
provide useful information for decision
making purposes

Operational costs

Transaction volume statistics
Business process metrics
Functionality and usability metrics
Ability to provide operational
information

Primarily from the agency
users (business and program),
accounting/budgeting (cost
reviews) managers and staff

Technical capability — an assessment of the
stage in the application life cycle and the

scalability, performance, flexibility, reliability,

maintainability of the application

Reliability and performance metrics
Flexibility and scalability

Fitness and support for the underlying
technology

Primarily from agency technical
staff supporting applications

Interoperability — an assessment of the
applications’ ability to communicate
currently and in the future with other
systems, the mechanisms of the interfaces,
and the data being exchanged

Number of interfaces
Interface types and formats
Data integrity

Timeliness

Agency business, program,
and technical staffs

Step 3 — Determine Dispositions and Transition Roadmaps

The actions of this step are those necessary to manage the portfolio. The intents
are to identify problems/opportunities, determine alternative approaches for
addressing them, and developing best actions for managing applications over
their life cycles. Considerations involve the areas of 1) cost-effectiveness (e.g.,
opportunities for a) savings, b) improved support for business processes, ¢)
standardization and consolidation of infrastructure, and d) elimination or
consolidation of applications); and 2) risk-acceptability (business, technical,
funding, compliance, security, etc.). Decisions must be made whether to 1)

continue ongoing maintenance; 2) invest funds for technical

renovation/enhancement, functional enhancement, or replacement and
retirement; 3) sunset or eliminate; or 4) replace and consolidate as part of an
agency wide or state wide initiative.

The diagrams below provide some insight into the evaluation and decision-

making processes.
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Application Portfolio Management -
Action Approaches

High/Goo
Alignment
Importanceto
the
Organization

/ Strategm Tolerate:

Alignment » Evaluate costs and
business, technical, and
operational quality
« If low costs and/or no
business, technical, and/or
operational problems, may
consider elimination or

Low/Bad I consolidation or continue
Alignment]| asis
Low Risks High

Application Portfolio Management -
Action Approaches

High/Good
Alignment

Importanceto
the
Organization
| Strategic
Alignment

Low/Bad

Alignment

Bad  Technical ArchitectureFit or Good
Operational Quality
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Application Portfolio Management -
Action Approaches

High/Good
Alignment
Importanceto
the
Organization
[ Strategic Tolerate: Eliminate:
Alignment « Evaluate risks and « If low business value or
business, technical, and high risks, probably
operational quality doesn’t justify :
« If low risk and/or no ELEEEmELET ERTE e
business, technical, and/or | « Consider
operational problems, may | decommissioning or
consider elimination or consolidation
Low/Bad || consolidation or continue
Alignment IS >

Low Operations and M aintenance Costs "9

Application Portfolio Management -
Remediation Approaches

ood Technical

Candidates 2
%h bu%nas value means

quicker ROI

Business @Rm?ygtrggnmvg} Htlerr"{| rgg €

oS

Per spective

Ho Technical
eengineering:

» Re-host candidate
* Functional
enhancement
* Tolerate or invest
L ow/Bad|
L ow/Bad H igf/G ood

Technical Perspective

Step 4 — Determine Priorities, Timeframes, Costs and Benefits

The intent of the activities of this step is to optimize the portfolio by taking actions
in the right sequence to maximize the benefits and value of the organization’s
asset inventory. This approach is analogous to the management of a financial
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asset portfolio, where high-value, low-cost, and low-risk assets are kept and low-
value, high-cost, and high-risk assets are modified or disposed of. Actions are
taken on individual applications to move the composition of the portfolio to the
position desired relative to value, costs, and risks.

There are many factors to consider in the development of a priorities and
timetables for the remediation or disposition of applications. These include:

e Level of investments (including fiscal and personnel resources)
required for remediation or replacement and budget restraints.

e Urgency of addressing high-risk, mission critical, and/or
problematic/failing applications, with potential adverse political,
economic, and/or societal repercussions from failure.

¢ Need for aligning with agency missions, mandates, and strategies or
governmental priorities and initiatives.

e Opportunities for immediate and significant increases in the efficiency
of operations (or productivity of staff), with attendant cost savings or
cost avoidance to repay expenses of remediation or disposition.

e Opportunities for providing significant and long-lasting benefits in the
areas of program results, services to the state’s citizens, businesses,
and/or employees, and/or better and less costly government,
especially in areas where new business requirements cannot be
fulfilled without remediation or disposition action.

e Opportunities for realizing cost savings resulting from economies of
scale and synergies of effort that are achievable from a coordinated
approach among agencies.

e Opportunities for reducing total cost of ownership of assets over the
longer term.

The priorities and timetables must address criticalities for the remediation or
disposition investments; proposed impact on agency, business, and program
operations; value and benefits to the public and the state resulting from
successful remediation efforts; and involvement of business and program
owners, agency technical staff, and interest groups. The sequencing of major
activities and the estimation of cost, personnel, and other resources should be
delineated. In addition, the use and establishment of a project office for
overseeing, coordinating, and supporting the individual remediation or disposition
projects and the overall governance structure should be considered.
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The diagram below illustrates the conceptual scheme for determining the priority
of action for applications. Everything else being equal, the applications most
important to the agency and at the greatest risk of failure or presenting the
greatest benefits or value from modification, replacement, etc. should receive the
highest priority.

Application Portfolio Management -
| nvestment Selection and Prioritization

Prioritization and timeframe for action are driven by overall importance to the
organization/strategic alignment of application, business urgency for remediation, and risks.
“Very Important and At
Risk/Great Urgency” are highest
priority were level of risks and degree
of urgency drive remediation activities
“Very Important and Limited
Risk/L ess Urgent” applications are
second priority compared to above due
to less strategic importance and/or
'-;?:k'rg:’e’:;"l‘,;"ef]x mission criticality
“LessImportant and At
Risk/Great Urgency” applications
are also second priority for
remediation, but may deserve slightly
higher consideration due to high risk
and more pressing business urgency
“LessImportant and Limited
Risk/Less Urgent” are lowest
priority

Very Important and Limited
Risk / Less Urgent

Second Priority
Importance
to the
Organization
/ Strategic

. Second Priorit:
Alignment Y

Low/Low

Lowllow  Risk / Business Urgency Hightigh

In addition prioritization is driven by:

- Specific business initiatives, programs,
and/or funding streams available

- Overall risk issues, interrelationships
between applications, and the general need
for modernization of legacy systems

Summary — Comments on a Long-Term Strategic Approach

The state’s applications portfolio is made up of approximately a thousand
applications of different vintages, various technologies, and diverse levels of
value (measured in terms of contribution to society, service to constituents, and
political appeal). Sound portfolio management requires constant review,
evaluation, and reworking to make it maximally effective (i.e., optimize life cycle
cost, quality, risks, and value). While there are no rules for mandating a target
average age and refresh rate, the evolving needs of the state’s businesses and
expanded technical possibilities suggest that older applications will reach a point
where the demands placed on them are well beyond their original design points,
and they are no longer economic to maintain or present unacceptable risks.

Determining the point of economic, functional, and/or technical non-viability can
be problematic. Applications become intertwined with each other, and business
processes become highly dependent on specific implementations. These factors
can lead to a long trail of applications that are minimally maintained, of marginal
use, and not subject to retirement. The result is a slow but steady growth in the
size of the application portfolio and the creation of a special group of applications
that becomes older and more intractable over time. The cost of the expanding
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portfolio and the special group of applications ties up fiscal and personnel
resources that should be better deployed. Gartner’s advice is to reduce the
number of legacy applications by 10 percent a year.

Per Gartner, applications targeted for replacement may include:
e “Low-hanging fruit” — Those that are peripheral but not mission-critical.

e Core applications that are operationally required or even mission-
critical and are very difficult to move, but might produce huge benefits
if the effort were put forth to replace them.

An important consideration is that most applications — even some very old ones —
should not be retired. Their contributions may be significant, and the cost of
change is not justified for mere technical or architectural improvements.

This above strategy will improve the overall health of the portfolio and improve
the contribution of needed legacy applications. However, over time, things may
become more difficult. The low-hanging fruit is gone, and the applications
needing change are progressively more invasive to touch (tougher to renovate
and/or more expensive to replace). At some point, the evolutionary approach to
application redemption may have to shift to a more revolutionary one.

An increasingly more pervasive influence on applications management is the
changing roles of applications versus the business processes that they support.
Historically, business processes lived inside applications, and they were tied
inextricably to applications functionally. Business processes were implemented
within application code and linked directly to the supporting applications. Today,
the trend is for business processes to be abstracted from their abstractions, and
they are being accomplished through event chains or networks that span multiple
applications or services. As a result, business processes are becoming the
central points of control; therefore, applications are being superseded as the
fundamental building blocks of the business activities of the organization.

This phenomenon has put additional pressures on applications management.
Alternatives for application plans include:

e Replace.
e Continue to maintain and/or renovate.

e Wrap with services to enable service-oriented architecture “hybrid”
approaches.
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VI. Business Cases, Funding Requests, and the
Role of Applications Management in the Agency

IT Planning Process

Irrespective of the approach, plan, and timetable selected for the remediation of
legacy applications, business cases must be developed to justify these
investments. In addition to providing useful information that helps funding
authorities understand the value of rectifying or replacing applications and
deciding whether to appropriate the necessary funds, business cases guide the
subsequent work to ensure the remediation or replacement projects are
successful and the results deliver the expected value to the state and its
constituents. In short, business cases detail the need for investments, quantify
funding requirements, specify timetables, point out major risks, enumerate
benefits, describe how they will be achieved, and identify who is accountable for
achieving them. The legacy applications problem took many years to evolve;
therefore, it will not be solved quickly. Accordingly, a multi-year funding strategy
may be appropriate for the business cases.

Potential benefits from the renovation or replacement of applications include:
e Cost savings or avoidance for technical operations and maintenance.

e Greater support of reengineered business processes and/or increased
productivity of business staff.

e Better enabling of agency business strategies and missions and/or
political initiatives.

e Simplification of DR/BCP, security, privacy, and confidentiality.
e Better adherence to agency and state technical architectures.
e Greater scalability and better reliability and maintainability.

e More support for standardization and consolidation of infrastructure.

Major benefits from investments for modernizing or replacing legacy applications
do not accrue just from the upgrading functional capabilities or introducing more
modern technology. Large and long-term value results from the technology
enabling the offering of more, better, timelier, and business- and citizen-centric
services, while increasing the productivity of personnel and improving the
outcomes of programs. Moreover, the planned and orchestrated merger of
technology renewal with business process reengineering is necessary to effect
the achievement of significant and long-lasting benefits from the remediation or
replacement of legacy applications. A “rule of thumb” is 20% of benefits comes

P:\SI\Private\Portfolio Management\Web Postings\Concepts and Theories for Managing Legacy Applications.doc

16



from replacing software/hardware, 80% comes from replacing both systems and
business processes, and 100% of benefits accrues from changing technologies,
reengineering processes, and aligning IT strategies and plans with those of the
agency/organization as a whole.

A long-term strategy must be developed to guide the continuing management of
legacy applications over their life cycles. Similar to the operation of a motor
vehicle, the delay or absence of the maintenance and care of applications will
result in less efficient operations, increased risk of untimely failures or problems,
and extra costs for major repairs/enhancements. The lesson is: if you ignore or
under-maintain them, they become more at risk over time, and the costs to fix
them when they fail are much higher.

Preventing applications from slowly becoming failing or problematic legacy
systems requires the active sustaining of them. Sustaining applications is
different from maintenance in that the maintainability and changeability of the
code must be retained even as modification requests are satisfied. Sustaining
the application means taking the time to repair defects correctly and not simply
patching the code. It may also require technology refresh and architectural
evolution.

To accomplish the sustaining of applications, maintenance efforts should be
punctuated with modernization projects, such as revamping an existing user
interface, targeting a system to a new platform, or replacing a hierarchical
database with a relational database-management system, etc. The potential for
success in sustaining systems can be greatly improved by building applications
from the ground up with this in mind, such as using n-tier architecture.

Applications should be reviewed and evaluated and cost-justified maintenance,
enhancements, and replacements should be determined on an ongoing, regular,
and near-continuous basis. As a minimum, these reviews should take place and
application plans (roadmaps) developed as part of the state’s biannual business
and IT planning endeavors. This approach should provide for fiscal stewardship
by minimizing total life cycle costs, while providing cost-justified risks. Legacy
applications should be retired (with or without replacement) when they meet one
or more of the following criteria:

e Are no longer aligned with agency missions or strategies and/or
support business goals or objectives.

e Provide functions duplicative of one or more other applications
(candidate for consolidation with like applications or elimination).

e Are no longer cost-effective to operate or maintain.

e Cannot be renovated in a cost-effective manner.
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e Are no longer risk-justified (too many vulnerabilities with severe
impacts).

Good management of legacy applications will optimize the returns from these
investments. A best practice for the management of applications is the
development of a management plan (i.e., roadmap) for the remediation,
sustaining, enhancing, upgrading, retiring, and/or replacing of applications. The
plan should address:

e The timing of major sustaining efforts (such as re-architecture, re-
platform, etc.) and retirements, replacements, and other disposition
actions for applications.

e The funding and other resources needed to accomplish the sustaining
and remediation or disposition activities.

e The alignment with the agency’s business strategy and IT plan.

The process described in the preceding can be called application rationalization,
and it involves the continuous review and evaluation of applications, the
determination of actions to be taken to maximize value for costs and risks, and
the development of business cases and other funding justification or budget
redirection requests to effect improvements. Although performed on an
application-by-application basis, the intent is to maximize the applications
portfolio as a whole. This takes time, and a longer-term perspective should be
employed. It may be an incremental process — the timing and pace dictated by
business needs, level of risks, and funding availabilities. However, it should be
performed in a disciplined, focused, and unrelenting manner. An overview of the
rationalization process is illustrated in the graphic below.
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Application Rationalization
Rationalization implies the use of logical processes, rational thought, and agreed
upon principles to weed out unwanted items and effect change. The
rationalization of applications portfolios involves a step-by-step process
conducted on an application-by-application basis with agreed upon
methodol ogies and criteria and within a decision-making governance model to:
1) reduce the number of applications by the consolidation of those performing
similar functions and the elimination those of low value and high cost, and 2)
remodel or replace those providing value but not fitting technical architectures,
requiring high E‘Pst, and/or presenting exposure to unacceptable risks.

High [High Value, Poor High Value, Good
Arghi tecgure Fit, Arghi tecture Fit,
: and High Costs— and Low Costs—
Business Renovate or replace Maintain and keep
V al ue current
Low Value, Poor
Architecture Fit, and A%X&%?’e?:%?dand
High Costs — Low Costs — Evaluateif
Eliminate, consolidate, really needed, consider
or replace functional enhancement |

™ s Architecture Fit and Cost-_ Good *
Effectiveness of Operations

The diagrams below show the role of applications management in the overall
activity of agency IT planning and investment portfolio management.

Overview of Agency IT Planning Process

« Statutory mandates

« One-stop shop and information
sharing opportunities

« Organization streamlining potential : .
« Business process reengineering and Business Drivers
opportunities

(— + Department mission

« Business/program goals and
Department Strategic Initiatives objectives

« Governmental initiatives

« Citizen services offered

« Regulatory/compliance

- requirements

Application Portfolio Asset Infrastructure Human Resource IT Operations
Management Management Management Management
* Retirements/replacements « Refreshment cycles « Staffing numbers and skill « Policy and process
« Eliminations/consolidations « Security/reliability requirements improvements
« Modernizations and upgrades « Training requirements « Organization realignments
enhancements « Consolidations « Use of supplemental staffing « Changes due to consolidations
» On-going maintenance AR : P : and other statewide initiatives
going Initiative and Funding Request Priority Setting
- - «Identify potential initiatives and investments and evaluate IT Plans and
Project Portfolio candidates against defined criteria (business benefit or Strategies
Management public value, strategic alignment, financial return, technical

c Coroiect invent arch. fit, urgency, implementation and business risks, etc.) . gturtren'tdSt?'}'el C_tl_Ot_lT Plan
« Current project inventory, |,Prigritize initiati i i « Statewide IT Initiatives
staffing and funding Prioritize initiatives and investments based on an_aIyS|s - Department & Statewide
commitments, and status  |results (relative weighted scores) and dependencies Tech. Architectures
- Projects requiring additional [sBalance staffing and fiscal resources « Consolidation and Other
.f;” _'”gt“’ C‘)lmp'e“9 levant -Determine disposition — select, reject, adjust, or sunset IT Plans

or with lower priorities - [*Include selections in department IT Plan and funding N —
« Projects with higher requests

priorities or increased

urgency * New governmental initiatives

sand « Regulatory/compliance requirements
« Opportunities for IT internal efficiencies and cost
savings

o « Opportunities for business productivity
« Input to Agency'’s IT Plan for Submission to State CIO  improvements and cost savings

« Input to Expansion Budget Request Process « Opportunities for new or better citizen services
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Appendices

Appendix 1 — Applications Portfolio Management (APM) Process
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Tool Assisted Decisions

Applications Portfolio Management (APM) Process

Step 1
Collect, Validate
and Maintain Data
(Build and
Maintain Inventory)

Major Activities
One-Time Work

. Transfer and validate selected
relevant data from Keane/Gartner
Study to software support tool

. Perform initial collection and
validation of remaining data

Ongoing Work

. Perform data changes and
validations as they occur

. Collect and validate data for
implementation projects transitioning
to applications assets

Major Data Elements

. ID
> Name and description
> Business and IT owners
»  Application type
»  Business processes

enabled

> Business value/criticality

> User information
. Costs (Internal Personnel,
External Personnel, Hardware,
Software, Other External Costs)
. Functional quality

> Data quality

»  Application business

quality

. Technical / Operational quality

»  Architecture

> Operational
. Risk profile

> Security
DR/BCP
Vendor viability *
Regulatory compliance
Business and IT staffing
Information
Privacy and confidentiality

VVVVVY

Date Modified
3/15/2006

—

Transition to

Subjective Business Decisions

Executive
aking Pr

Step 2
Perform
Assessments
(Analyze Portfolio)

Transition Roadmaps
(Manage Portfolio)

Determine
Dispositions and

Step 3

= =

Step 4
Determine Priorities,
Timeframes, Costs and
Benefits (Optimize

Funding
Requests Investment
:> Portolio

Management

Major Activitg

Iterative Steps for Analysis of Applications

Identify
Business problems/issues
Relations to and support of business processes
Support of key business or political drivers
Criticalities to agency missions and business goals
and objectives
Key users and importance to them
Resident business knowledge
Enable/support regulatory compliance
Dependences on and support for other applications
Business continuity preparedness
Gaps in business support - current and future
echnical problems/issues
H/W and S/W vendor support
Resident technical knowledge
Warranty expirations
Availability, reliability, and maintainability
Obsolete or dated technology
Information availability and data quality/integrity
Usability
Enterprise architecture fit
Adequacy of supporting technical infrastructure
Use of shared technical infrastructure and/or common
technical services
> Security, privacy, and confidentiality
» Recoverability from disasters/failures (DR status)
Risk vulnerabilities, probabilities, and impacts
» Funding dependability and reliability
> Technical / Operational
» Business
> DR/BCP
Other problems/issues
> Cost performance (excessive costs and areas for
potential savings)

Duplications of business functions among applications
Evaluate

Status/Health (Good, Bad, Moderate)

Y VY

VVVVVVVYVVY 4VVVYVYYVYY

> Business
»  Technical / Operational
> DR/BCP
» Funding

Value (High, Moderate, Low)
> Strategic for agency mission or governmental initiative
>
> Enterprise architecture fit
Risk of unrecoverable failure (High, Medium, Low)

Essential for business criticality or regulatory compliance

Major Activities
Consider
. Cost-effectiveness
Current and projected O&M costs and
reasonableness with industry standards
> Support for current business process and
enabling of future business needs
> Opportunities for savings in business
process operations (process efficiencies)
» Opportunities for citizen service
improvements

v

> Opportunities for savings in systems
management and operations processes
> Opportunities for savings in duplications of

business functions
» Opportunities for savings in the use of
shared technical infrastructure and
common technical services
> Opportunities to move to target agency and
statewide technical architectures
> Opportunities to standardize and
consolidate technical infrastructure
Opportunities to eliminate or consolidate
applications
Opportunities to support / improve DR/BCP
. Risk acceptability - status of :
Technology / Operations risks
Business risks
Continuing funding risks
DR/BCP risks
Regulatory compliance risks
Security, privacy, and/or confidentiality risks
Identify
. Problems/opportunities
. Alternative approaches
. Best actions for managing applications over
expected life spans
Determine Whether To
. Invest additional funds
> Technical renovation/enhancement
>  Functional enhancement
> Replace (COTS, GOTS, or custom) and

v

v

YVVVVYV

retire
Sunset/eliminate
Consolidate
Replace and consolidate as part of an
agency wide or state wide initiative
. Continue maintenance
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Portfolio) (IPM) Process
Identify
M Dependencies on other applications and
projects

Costs/fiscal requirements
Personnel resource requirements
Technical infrastructure requirements
Benefits/value to accrue

Confirm and/or Develop
Implementation approach

> In-house or outsource

> COTS, GOTS, or technical or

business enhancement

> Phases of work .
Determine Priorities and Timeframes

Select priority for action (High, Medium, Low)
Risks to be avoided/mitigated
Strategic value
Criticality to operations
Savings generated
Other benefits/value offered
Costs
Funding availabilities

Select timeframe for action
Immediate (with in next 2 years)
Near-term (between next 2 to 4 years)
Long-term (after next 4 years)
Potential Benefits for Selected Actions
Consolidate/eliminate applications
» Operational cost savings (licenses, staff, etc.)
» Simplify DR/BCP, security, privacy, and
confidentiality
» Remove deviant from agency/state technical
architecture - reduce complexity
> Create funds for new projects/investments from
savings
Functional/technical renovation or replacement

VVVYVYVYY

vV Vv

»  Transition to agency/state technical architecture

> Operational cost savings

» Better availability, reliability, and maintainability

> Improved citizen services

> Improved/reengineered business processes

> Improved data accessibility, action ability, and
quality/integrity

» Improved DR/BCP, security, privacy, and
confidentiality

> Easier adaptability and scalability

» Better enable/support regulatory requirements

> More reliable, available, and economical vendor or
agency support

> Enable/support business drivers or political
initiatives
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Appendix 2 — Definition of an Application

An application may be defined as “a computer system (potentially including
multiple programs, modules, etc.) that is designed to accomplish operational
tasks or functions that help a user perform his or her work.” The point of this
material is to elaborate upon this definition and to explain more clearly, what is
an application from the point of view of the application portfolio management
initiative. Three perspectives (business view, business/IT alignment view, and
technical view) may be helpful, and these are illustrated below.

The following diagram illustrates the business view of an application.

Definition of an Application —
Business Support View

Business Strategy

(Mission and Duties, Statutory Mandates, and Governmental
Initiatives)

Business Processes to Enable Business Strategy

Business Process A Business Process B Business Process C

Business Functions to Support Business Processes

L R A LE

Application | Application 1
(Sup/gorts Functions A1, (Supports Functions A3,
2,Bland C1) B2, B3, C2, and C3)
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The business/IT alignment view is depicted as follows:

Definition of an Application —
Business/ IT Alignment View

Business / IT Alignment

Drives
Processes and
Information I
Applications are
Prescribe inventoried, analyzed,

and reported in the
applications portfolio

Data and Work Tools management system

Enabled by

Infrastructure assets
areinventoried,
analyzed, and reported
inthe asset management
system

Applications

Supported by

Technical Infrastructure

The diagram below illustrates the technical architectural view of an application.

Definition of an Application -
Technical Architectural View

L egend
An Application — Composed of
onef or mtc;re_compfute(r:t programs to
______ erform business functionsin
Users (State Employess, [ Common .: gupport of business processes. If
Citizens, Bysinesses, etc) I Technica | o oupad ot 3o Yuretions and
1 Services(NCID, connected together as separate
sesrnreccnnarcsenaeesYeutiiiiiiieiinaiiiinaans I CPS, etc) I moduées‘edea: moldule_maybe
: ; S considered an application.
: Presentation (CICS, Browser, efc.) : oyl However, barorg classifying
................. é” cesssesssecsssenscne Ut|||t|$ 1 mpduleﬁasappllcatlons,ensure
I e I this approach makes sense for
I (Monitoring fwll!tgtil.ng the management. of the
; i ication over its useful life.
Business Rules/L ogic 1 Tools, etc.) ! %%_clasﬁfication of modules as
(Application Software) r —T-T-T-T-T : ggggggic;ggls igautlig nagply only to
Middleware '
I I I (EnableData I """ : l\rl10t an Application - How‘?'ver,
: : thesem components of an
ceesaeesens Yooeruenn RPN STTITTN .1 changeand | :e-eeeee appuca%’n and ingﬁjqed as
: Operati n%s !} DaaBase 1 Information application attributes in the UMT
: System (OS) : Sharing) tool’ s tabs for each application.
: for Business :: Management i b = = == = = 1 For tt?e elsflgfesttéa’:t)gwtr?]these
: g i e = - such as or , may
grlﬂ)l%%gw i1 System : I 'Hardware and I be classif_iedasanapp%icat?én; Y
: o g e : 1 Communications thereby, included only once as an
: S¥tweg']§ ad L (DBMYS) | Equipment I ggg‘hcanon in the stafewide
: 1o I T TSN AU | —y
: Systems Utilities} ... oo, I l\ﬂalnframe, I |= = Notan Application - However,
oooooooooooooooooooooo . OS for E I Va.s, PCS, I - — the]fcrgw kﬁttln(k;ll!tdw a?h
: ication attributesin the
DBMS i1 Routersetc) T toor s tabs for each

....................... application.
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While a multitude of different types of computer programs (software) and
equipment components (hardware) can be included in or support an application,
the applications portfolio management activity focuses on the application
software as the primary inventory item. This is similar to the business case and
project being the inventory items for investment portfolio management and
project portfolio management activities, respectively.

Even though primary attention is given to the application and its associated
software that directly supports business processes and their associated business
functions, the analyses and evaluations of applications and the decision making
processes for managing them include the collection and review of attributes for
their supporting hardware and software components. In addition to identifying
the part — business rules and logic (application software) — that is the focus of
study, the technical view above shows representative technical components that
are cataloged and analyzed as part of the evaluation of an application. For
example, while the main identity is the application software itself, the UMT tool
will keep data about its associated operating system, DBMS, hardware type,
technical services it uses, etc. Characteristics of the technical components that
support the business rules/logic software are reviewed as part of the overall
analysis of the application.

An application may be very large and complex, so that it may be technically and
logically organized into major modules to process more involved business
functions. Since these bigger applications may be composed of a collection of
closely coupled groups of computer programs to perform interrelated business
activities, the question often arises as to whether these applications should be
inventoried, evaluated, and managed as one or as individual modules. This is a
tricky question, and an approach toward addressing it may be to focus on two
criteria, described below.

e How will the application be managed over its useful life? Will it be
renovated, technically or functionally enhanced, consolidated, or
replaced as a whole or as individual modules? Is it easier and simpler
to review its financial, operational, technical, and business status and
plan for its future from a module or whole perspective? How does the
business management look at it (by module or as a whole), especially
if requesting additional funds to renovate or replace it?

e What is the most efficient and effective way to collect and analyze
data about it and its supporting hardware and software
components? Modules mean more inventory items, more data
attributes to collect and maintain, more analyses to perform, and more
plans to make. Costs may be the determining element, as costs per
module may be difficult to collect.
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A question frequently arises as to what applications to include in the UMT
database for ongoing analyses and management. A general rule is all
operational applications that merit periodic review and determination of
approaches for short- and long-term management actions should be included.
The following items deserve elaboration in making this decision:

e Age — How old or young an application is should have no bearing on
whether to included it in the applications portfolio management
process. More mature applications may present cost or risk issues.
Applications that have been recently implemented or partially
implemented (if the implementation project is a phased one or using a
phased rollout) should be included, as these may offer opportunities for
providing more value or better benefits with cost-effective
enhancements, as well as present unique risk problems. In fact, a part
of the project closeout procedure is to add the application to the
application portfolio management database in the UMT tool.

e Size — Diminutive size or narrow scope of use are not (by themselves)
restrictive considerations for determining whether to include
applications in the portfolio management inventory. Small applications
supporting a limited number of users should be considered for
inclusion. While appearing to be insufficient, the smaller applications
may be extremely important to the agency or governmental program,
and they may not be adequately managed if excluded from the
applications portfolio management process. A PC-based computer
program employing an Access database and having a user base of
one or few people may fit the definition of an application.

However, applications licensed through statewide enterprise contracts
and related more to office automation or personal productivity than to
the support of business processes or functions of governmental
programs should be excluded from applications portfolio management.
Examples of these applications include products from Microsoft, such
as Word and Excel, and they and their contracts will be inventoried and
managed through a separate asset manage initiative. The asset
management inventory will include these software items, as well as
infrastructure hardware (such as PCs, servers, laptops,
communications equipment, etc.).

e Criticality to agency operations — An application does not have to be
mission-critical to be included. In fact, the vast majority of applications
are important, but not of the highest critically. These less vital
applications also deserve to be inventoried, analyzed, and managed,
because they represent significant initial and ongoing financial
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commitments and offer potentially serious exposures for operational,
technical, security, and business risks.

Additional Guidelines

e Versions: Itis not recommended to track versions of applications
separately. As applications are upgraded/enhanced, new version
information can be captured in the Latest Release and Release Notes
fields and any associated technical attributes.

e Productivity Tools: Generally, individual spreadsheets and desktop
databases are not applications, except in cases where these tools are
crucial in routine processes. In that case they can be tracked at the
agency’s discretion. Some suggested guidelines for tracking these
tools as applications might be if they:

> Directly contribute to a business process or support business
function(s)

» Are actively supported by the systems community

» Act as an automation link among applications

» Incur significant support costs
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Appendix 3 — The Role of Costs in Managing Applications

Background

Under increasing fiscal pressures for obtaining greater results from taxpayer
dollars, state government must explore opportunities to innovate and maximize
business benefits and public value through technology. Although the economy
may be recovering, the state is facing tight budgets, and fiscal resources must be
allocated where they provide the greatest benefits. A significant opportunity for
value creation and cost-effectiveness in spending is through the understanding,
leveraging, extending, and rationalizing of existing technology investments,
specifically legacy applications.

The purpose of application portfolio management (APM) is to inventory, assess,
and develop management plans for individual applications and each agency’s
and the state’s application portfolios. Assessments of applications are performed
by using a variety of evaluation criteria, including alignment with agency strategic
missions and governmental priorities, benefit and value to governmental
programs and agency business, performance (business, operational, and
technical), cost to maintain and operate, technical architectural fit, and risk. Four
key uses of APM in supporting the management of applications are:

1. Identify high-risk applications (serious vulnerabilities with severe impacts)
and assist in developing remediation approaches.

2. lIdentify areas of over- and under-investments in support and remediation
activities and help in determining strategies for the reallocation of budgets
to more appropriately match expenditures with the needs to mitigate risks
and maximize benefits and results.

3. Determine the short- and long-term strategies and develop cost-effective
plans for applications over their useful lives. That is, create a disciplined
approach for the life-cycle management of applications assets, from entry
into production through enhancements, renovations, and eventual
consolidation or retirement.

4. Sunset or eliminate (with or without replacement) when applications are
no longer cost-effective or risk-acceptable.

APM addresses maintenance and operations costs, and these expenses typically
involve 60% to 80% of IT budgets — the largest part of these budgets. Per
Gartner statistics, the average life of an application is eight and one-half years,
and approximately 30% of an application’s development cost is spent annually
for maintenance and enhancements. Therefore, in a short period of time,
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maintenance and enhancement costs exceed development expenses and
become the substantial part of the lifetime costs of applications assets.

Key Definitions

The following definitions are extracted in part from the Gartner publication How to
Start Estimating Software Life Cycle Costs dated July 1, 2005.

Portfolio Management — A primary purpose of portfolio management is to look at
capital allocation. For applications, this involves cash outlays over a period of
time. The period is either the useful life (perhaps five to ten years), or a fixed
number of years that is prescribed by the investment process.

Fiscal Year — The fiscal year for state government is from July 1 to June 30.
Annual expenses are total costs incurred during this period. The software tool
refers to fiscal year 2005 — 2006 as fiscal year 2006, (i.e., the last number of the
fiscal year). For fiscal year 2006 — 2007, the tool refers to it as 2007 (07), etc.

Budgeting — For most purposes, budgeting looks at cash outlays over the next
fiscal year. However for long-term planning, budgeting also may involve a multi-
fiscal year rolling capital outlay plan. The NC General Assembly has mandated a
five-year (current or last year plus an additional four years) plan of anticipated
costs for operating, maintaining, and enhancing applications. Of course, the
relative accuracy of future-year budgets decreases as the number of ‘out years’
increases (i.e., the reliability of year-four numbers is usually much less than
those for the immediate next year). Budgets will need to include funds for the
support (maintenance, operation, enhancement, renovation, etc.) of the current
inventory of applications, adjusted for the increases driven by new applications
entering into production and the decreases from applications being taken out of
production.

Application Portfolio Management — APM is the evaluation of the inventory of the
current application stock for architectural fit, for suitability to the business needs,
and for the prospective costs and risks of various application investment or
retirement strategies. This assessment and planning activity establishes a
context for the budget process and influences the mix of new development
projects.

Maintenance — Repetitive and ongoing work comprising very small
enhancements (less than two weeks in duration) to keep the application
functioning. Types of maintenance include corrective (defect repair),
preventative (preventing a defect before it occurs), adaptive (modifications
needed to maintain usability in a changing environment), and perfective
(modifications to support existing business functional requirements).
Maintenance is a ‘keep the lights on’ activity, and it does not add functionality.
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Enhancements — These are projects that add, change, or remove software
functionality. These are usually one-time and unique events, and they are should
be treated as projects (often small ones).

Cost Considerations for Managing Applications

The primary purpose of costs in evaluating individual applications and application
portfolios and planning future dispositions of assets is to link capital outlays with
the importance; technical, business, and operational status; and risks of the
assets. The intent is not to under-invest or over-invest in applications from
individual application and portfolio perspectives. The cost-effective management
of applications accomplishes two objectives: (a) ensure the amounts of funds
invested are aligned with agency business strategies and priorities and
governmental program needs, and (b) assist agencies in meeting their fiduciary
responsibilities for the stewardship of funds and integrity of assets through
expenditure strategies that create the most public value for dollars invested.

The first objective means the state should spend scarce fiscal resources on the
right things and the right ways to meet the right expectations of service levels
and functional capabilities. The second objective addresses the need to achieve
all possible savings, while maintaining the value of and minimizing the risks of
failed or under performing assets. The table below illustrates a potential
simplified conceptual scheme for evaluating candidate actions depending on the
status of applications and their importance and worth to an agency or the state.

Business,
Operational,
Importance and/or
Application | to Agency or Risk O&M Technical
Name State Score Cost Quality Potential Actions
A Strategic and | Highrisk | High Low quality Action required —
mission cost consolidate, retire and
critical replace, or renovate
B Strategic and | Low risk | High High quality Possible over funding
mission costs situation — redirect funds
critical to other applications or
new development
C Strategic and | Highrisk | Low Low quality Possible under funding
mission cost situation — raise funding
critical priority to mitigate risks
and improve quality
D Not mission High risk | High Low quality Consider elimination or
critical and cost consolidation — not worth
not essential the fiscal investment
E Not mission Low risk | High High quality Possible over funding
critical, but cost situation — redirect funds
important to to other applications or
agency new development
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The reduction in the size of applications inventories and the technical
simplification of the remaining applications are two effective ways to achieve cost
savings. The elimination of duplicate applications or consolidations of those
performing similar functions are potentially higher-payoff actions to achieve
savings. The replacement or renovation of applications (especially reconfiguring
to standard platforms) may simplify operations, leading to lower costs;
improvements in availability, reliability, and maintainability; and easier disaster
recovery/business continuity. All of the sins committed in selecting and
implementing applications manifest themselves in excessive operations costs;
therefore, if efficiencies are to be realized, these must be rectified in the
production phase of application life cycles.

Risk is a key evaluation criterion. A non-critical, high-risk, and high-cost
application should be considered for elimination or consolidation. A high-risk,
strategic, but low-cost application may need a higher budgetary priority to ensure
its integrity. High-risk and mission-critical applications should receive top priority
for remediation considerations and funding commitments. High-risk applications
that are no longer aligned with agency business strategies or political initiatives
and are not important to the accomplishment of governmental programs or
agency business processes may be prime candidates for elimination or
consolidation.

In summary, as a minimum, actions must be taken for applications that are either
no longer cost-effective or risk-acceptable, and costs play a key role in identifying
these situations and developing appropriate management approaches and plans.
Costs, used in concert with other analysis criterion, can also be used to:

e Allocate in a more cost-effective manner available continuation budget
funds so that they are directed to the applications and uses that offer
the most benefits and value to the agencies and the state. That is,
spend the money where it does the most good.

e Assist in identifying opportunities and preparing justifications for
funding requests to make worthwhile investments in applications that
are not possible under continuation budget constraints. That is, justify
obtaining additional funds for renovating, enhancing, or replacing
strategic assets that are costing too much money to maintain, while still
presenting problems and risks.

e |dentify savings that can be redirected to other uses of funds, such as
new development projects or upgrading of technical infrastructures
(i.e., free up application maintenance funds for other investments and
uses that provide better results and more benefits). This can be
accomplished through the more appropriate allocation of capital
outlays through the better management of applications.
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Appendix 4 — Mandating Legislation

Legacy Applications

§ 147-33.90. Analysis of State agency legacy systems.

(a) The Office of Information Technology Services shall analyze the State's
legacy information technology systems and develop a plan to ascertain the needs, costs,
and time frame required for State agencies to progress to more modern information
technology systems.

(b)  In conducting the legacy system assessment phase of the analysis, the Office
shall:

(1)  Examine the hierarchical structure and interrelated relationships within
and between State agency legacy systems.

(2)  Catalog and analyze the portfolio of legacy applications in use in State
agencies and consider the extent to which new applications could be
used concurrently with, or should replace, legacy systems.

(3) Consider issues related to migration from legacy environments to
Internet-based and client/server environments, and related to the
availability of programmers and other information technology
professionals with the skills to migrate legacy applications to other
environments.

(4)  Study any other issue relative to the assessment of legacy information
technology systems in State agencies.

(c)  Upon completion of the legacy system assessment phase of the analysis, the
Office shall ascertain the needs, costs, and time frame required to modernize State
agency information technology. The Office shall complete this phase of the assessment
by January 31, 2005, and shall report its findings and recommendations to the 2005
General Assembly. The findings and recommendations shall include a cost estimate and
time line for modernization of legacy information technology systems in State agencies.
The Office shall submit an ongoing, updated report on modernization needs, costs, and
time lines to the General Assembly on the opening day of each biennial session.
(2003-172, 5. 1; 2004-129, 5. 22.)
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Planning and Financing State IT Resources

§ 147-33.72B. Planning and financing State information technology resources.

(a)  In order to provide a systematic process for meeting the State's technology
needs, the State Chief Information Officer shall develop a biennial State Information
Technology Plan (Plan). The Plan shall be transmitted to the General Assembly by
February 1 of each regular session.

(b)  The Plan shall include the following elements:

(1)  An inventory of current information technology assets and major
projects currently in progress. As used in this subdivision, the term
"major project” includes projects subject to review and approval under
(G.S. 147-33.72C, or that cost more than five hundred thousand dollars
($500,000) to implement.

(2)  An evaluation and estimation of the significant unmet needs for
information technology resources over a five-year time period. The
Plan shall rank the unmet needs in priority order according to their
urgency.

(3) A statement of the financial requirements posed by the significant
unmet needs, together with a recommended funding schedule for each
major project currently in progress or recommended for initiation
during the upcoming fiscal biennium.

(4)  An analysis of opportunities for statewide initiatives that would yield .

significant efficiencies or improve effectiveness in State programs.

(c)  Each executive agency shall biennially develop an agency information
technology plan that includes the information required under subsection (b) of this
section. The Office of Information Technology Services shall consult with and assist
agencies in the preparation of these plans. Each agency shall submit its plan to the State
Chief Information Officer by October 1 of each even-numbered year. (2004-129, s. 2.)
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